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Abstract of the contribution: This paper discusses how to incorporate CAPIF into SA2's work on northbound API specifications.
1
Discussion 
1.1 
Introduction

In S6-171851[1] SA6 is requesting SA2 to incorporate the outcomes of CAPIF (TS 23.222 [2]) into SA2's work on northbound API specifications.
To understand the impact to SA2 specifications it is worth reviewing Annex B of [2] which illustrates the CAPIF relationship with network exposure/northbound APIs. 
SA6 foresees two deployment models for CAPIF in the context of network exposure: As depicted in Figure 1, deployment model A assumes that SCEF and NEF implement the entire CAPIF architecture whereas model B (shown in Figure 2) assumes that SCEF and NEF only implement the service specific aspects of CAPIF while the CAPIF core functions are separate from SCEF and NEF. (The NEF-related figures are the same with NEF replacing SCEF. They can be found in [2].)
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Figure 1: Model A: SCEF implements the CAPIF architecture
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Figure 2: Model B: SCEF implements the service specific aspect compliant with the CAPIF architecture
The following sections discuss the SA2 impact related to both models.

1.2 
SCEF/NEF implement the CAPIF architecture
For model A, as can be seen in Figure 1, the CAPIF3-5 interfaces are internal to SCEF and NEF (i.e. do not require further consideration from SA2 perspective), only CAPIF-1/1e and CAPIF-2/2e are exposed by SCEF and NEF.

The following functionality is supported by CAPIF-1/1e as per [2]:
-
Authenticating the API invoker based on the identity and credentials of the API invoker

-
Mutual authentication between API invoker and the CAPIF core function

-
Providing authorization for the API invoker prior to accessing the service API 

-
Discovering the service APIs information
The following functionality is supported by CAPIF-2/2e as per [2]:

-
Authenticating the API invoker based on the identity and credentials of the API invoker

-
Authorization verification for the API invoker upon accessing the service API 

-
Invocation of service APIs
It is worth highlighting that all the functionalities listed above are already documented as SCEF functionalities in TS 23.682 [3] clause 4.4.8. 

Therefore the only outstanding issue to adopt CAPIF deployment model A for SCEF is to ensure that those functionalities are implemented based on the common API framework. This can be achieved by referring to TS 23.222 [2] in the appropriate sections of TS 23.682 [3].

For NEF authentication, authorization and service API discovery have not been described in TS 23.501 [4] yet. To adopt CAPIF deployment model A, those NEF functionalities would need to be added to TS 23.501 [4] with a reference to TS 23.222 [2].
1.3 
SCEF/NEF implement the service specific aspects compliant with the CAPIF architecture
For model B, as can be seen in Figure 2, the CAPIF-2/2e and CAPIF-3 interfaces are exposed by SCEF and NEF. 

For CAPIF-2/2e the considerations from the previous section apply.

For CAPIF-3 it is worth understanding the functionality the reference points supports as per [2]:

-
Authenticating the API invoker based on the identity and credentials of the API invoker;

-
Providing authorization for the API invoker prior to accessing the service API;

-
Authorization verification for the API invoker upon accessing the service API;

-
Controlling the service API access based on PLMN operator configured policies;

-
Logging the service API invocations; and 

-
Charging the service API invocations.
For all these aspects it can be concluded that they are of out SA2's scope (TS 23.682 [3] explicitly lists security and accounting related aspects as out of scope; logging is OAM related). 
With respect to CAPIF3-5 that are also depicted in Figure 2 it can be easily seen from the list of functionalities supported by those interfaces (see [2]) that those are purely OAM related, i.e. not in SA2's scope either.

In summary, the only aspect of model B that lies within SA2's scope is the support of the CAPIF-2/2e functionality on the interface between SCEF/NEF and the API invoker. As highlighted in the previous section, CAPIF-2/2e support can be added for SCEF and NEF with minor modifications to TS 23.682 [3] and TS 23.501 [4]. The remaining aspects of model B (CAPIF-3, CAPIF-4 and CAPIF-5 aspects) are beyond the scope of SA2.
2
Proposal 
It is proposed to support CAPIF deployment model A by updating TS 23.682 and TS 23.502 with references to TS 23.222 as outlined in Section 1.2 and to inform SA6 accordingly. 

With respect to model B only one aspect (support of CAPIF-2/2e by SCEF/NEF) is within SA2's scope. However, support of CAPIF-2/2e is also needed for model A, i.e. nothing is required in addition. The remaining aspects of model B (namely the functionalities of the CAPIF-3/4/5 interfaces) are beyond the scope of SA2. It is therefore proposed to inform SA6 that SA2 is not in a position to comment on the CAPIF-3/4/5 aspects of model B.
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